This study was designed Lo examine leadership across the client - nlelligence service-provider procsss
to offer insights into enhancing decision-making. operational efficiency, and client exparience by
crialing & madel that encourages besl practices in commencisl intelligence leadership,

The Integrated Intelligence Service Model (c)

Tre Intelligence Cycle comprises four slepa, Direction, Codection, Processing
and Dissermnnation. This basic model has stoed the test of lime snce WW2.
Operations in this paradgm are characierised as expensive, secret, collection
driven aperations in support of strategic inter-state activity (DDCC, 2023),
- : il . r
The research team propose that the cemocratisation of infarmaton services has - ] > f
recently enabled what we fern the “Open Intslligence Era®. in this paradigrm, s i
intelligance cperalions arg characterised by complate openness around the entire ’ ] .r"
cycle. some notalbie exarples aperate what the research team define as “Open
Agencies” whera all processes are published. (Some very sansitive human sowrce
Igentifeers may remain hdden even in these cases |

Intelligence Service
Domain

It ig in this era thet commercial “itelbgence-as-a-Sendce” hes emerged. Large
corporslions with pre-esisting physical and cyber secunly cperations have
developed a demand for mteligence enalysis aclivities to serve and enhance
existing ard new securiby funclions

Method

Clients of Peragrine Risk Management, a commercial security risk advisor,
Tormed U research population. A& general invilalion Lo parlicpale was issued
across their client base to a renge of enterprises. The eligibility criteria required
participants 1o be employed in a role which acls a5 he securily conlract
manager of a client of Peregrine RM. Each volunteer participeted in a semi
shructured interdew, conducled via MS Tearms and feedback an their responses

Client Domain
In-house

wara ghven by Paregrine RM maragemsnt.

Research Participants

1. Campaigns Director at Ervironmental Investigation Agency

2, Direclor of Haalth, Safety and Business Continuity a1 Aston Universily

3. Globsl Risk Analyst for & UK media organisation
4, Head of Overgeas Visils Tor a LK publishing comparny
5. Global Security and Travel Risk Manager st Sulzer

Ghost Cycle

The integrated Intelligence Servica Model (ol generated by
this research, shows three discrele bul inlegrated aclivilies
operating in two destinct domains, Client snd Intelligence
Zemnvice, Touch-points are percenved dilferenily in each domain
&5 neither has visibility or direct access to the activity in the
ather.

The separation of processes explang and is sxplained by the
integrity of the clisnt and service-provider's operationst
activity cycles, The twao internal domaing activites are linked
by & "Ghost Cycla”™ of which neither iz aware.

We don't have that expertise.. we cant be trusted to ask the
right questions” - Interviewee 4

Clignts run their own internal project or operations cycla. The
decision to engage an external intelligence service happens
early in the precess and is ranaly revisited (A1) The input fo the
service-provider s therefore  relatively  oeneralised  and
charactansad by service-level [cost-point; service-packaga)
ratheer than a ruanced interragation of the focal question by
intelligence professionals and the decision-maker. Cliants
budget for and contract the leval of inteligance senvice they
judge they require at the project planning stage, which is rarely
re-negolialed mid-project. This aclivily informs the level of
collection or open source reseerch conducted and made
available [(432)

The irtelligence service provider, rosamahile, 6 ruming a
cituational awarenass activity which operates internally to
unclerpin future contracts (A3} This manifests to the client as
the servica deliverable as part of thair monitoring and control
activity [Ad) not as part of plarming or execulion,
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Power Gradient

The service provision operates within an unacknowledged
power gradient which varies according Lo the lype af oonlrascl
Qur focus was on lesdership but this concept did not resonate
in  either domain, stead, the parlicipants  spoke  of
“requirements” and good communecations rather than fixed
assessment processes and driving the sclivity of the olher
partners.

“Thelr advice is that travelling to that region of the world is
fine and we actually know it's nol” - Interviewes 2

Clients can be distrestful of unexpected assesements and
Tollow their own pre-existing judgrment regardless. in the
‘Westem intalligence sanices, the need for leaders to accept
and regcl 1o subordinales, “speaking trulh o power™ has béeen
developed owver decades (Henlsy, 2019). In the new
camrmearcial intelligence ara, whare the intelligence cycle is
cantracted, this power gradient is much more pronounced.

Challenging Assumptions: Clients as Intelligance Providers
Clients may be ablivious to the intelligence process and must
be led by the service provider (Crump, 2015, p114 and
Robsan-Marrow, 2019, p.39]. Inlerviswee 3 sonlradicts this
preméss by recounting a time they provided intelligence to
Peregring AW during an ncidenl, In this $oenaria, the dienl wasg
acting within the other domain.

‘Don't go here its dangerous... but actually if you do this, it
isn’l that dangerous’ - Interviewee 2

Simultaneously, when a country has been deemed unsafa,
clients use the service to be told how o minimise thelr fisks
They could have mo intention to changa their original plan but
the disseminated inteligence has an impact an  lhei
monitoring and control [A4].
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Communications vs Process

Al pardicipanls ermphagisesd hal bain busmess relalionships ae buill on
good personal relatiorships and frequert informal  communications
Including inperson comversatiors, Whatsacp groups and on-demand
phane Teams conversations, Paregine RM insicated that they intand o
famrnalise thair @xternal communicalions as they scsla the bugneas,

“We've got tull aversight and transparency...’ - Interviawae 3

Clignis appraciated e 24/7 WhatsApo charnel offered by Peregring
AM faf sharl nolice 084 This full-lime avalabilily incraased clienls
percepbion of reliability; they know they will get a responss no makter
whaen a critical incklent occurs,

The sase of asking silly queslians or admitbing a lack of knowledge -
Interviewee 4

Interviewae 4 highighted the necessdy of frequent and open
communication with 1ha intalligence service for elafification on technical
jargor. The established trusl and rapport betwesn clienl and sarsdca-
provider made il easier for clienis fo call attention fo prablems and ask
“silly quastions’, Improsing their custama© raladizrship managemant

Silustional Awareness ve Risk Analysés ve Command-led Decigion
Maiking

EHgctive commumication umdeming  all commaercial  intelligence
aparafiors. None charsctarizad this as “leadership™, of “tasking™ or
ather such larme which appear in e military docline. Rathar, &l
subjects emphasised e importance of personal relalionships, open
charnels of communicabion and Brust

Client concarn: single point of failure

Irferieaes 2 axprassad cancern that if they left thair crganisation, the
cliant’ sarvica-provider relationship with the next sacurity contract
maragar would not ba a2 good and might nagatively aflect buginess
Paregping B managesnenl gquaslionsd lhe likelibood thal clienls
remaired clents due o a sense of persoral loyalty and frendship with
ihe two cofounders, This reinforcgs the notion that  pood
communication and rappart has a lange influence on maintaining that
businass relslicnship.

Authors

Fuona Caalhr aith
MSc, A, BA [Honsl, FHEA

Shallay Jones
B (Homs], AFHEA

Intefligence
Security
Resilience

BUCKINGHAMSHIRE
MEW UMIVERSITY




